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The Risk Business

Chanitor (Hancitor, Tordal) - Malware @ Actions § 3¢

® 3 Analyst Notes

@ 5 Insikt Group Notes

10 000+ References to This Entity

First Reference Collected on Oct 30, 2014
Latest Reference Collected on Apr 15, 2019
% Curated Entity

o Malware Category Trojan

Show recent cyber events involving Chanitor in Table | v

Show all events involving Chanitor in Table | v

Threat Research from Insikt Group 2]

All 5| Indicator 1 | Cyber Threat Analysis 1 | Flash Report 3
All5 | Primary 4 | Related 1

eFax-Themed Hancitor Malspam Campaign Indicator ¥
The indicators attached to this Insikt Note are reportedly linked to an eFax-themed Hancitor (aka Chanitor or Tordal) malspam cam
paign from email address efax@redelephantpizza.com. Full note

Source Insikt Group on Aug 21, 2018, 04:00 * Note Actions

New Phishing Campaign Uses Lure of Free Air France Tickets Cyber Threat Analysis »
Delta Receipt-Themed Spam Campaign Delivers Hancitor Malware Flash Report »
HSBC Loan-Themed Spam Delivers Hancitor Malware Flash Report »

Show 1 more

Recorded Future Intelligence Card for Hancitor/Chanitor (snapshot taken on April 15, 2019)

Roasting Oktapus - coordinated attack
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SMS phishing sent to
employees at over
100 organizations New phishing kit

Over 9,000 account
credentials stolen
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ALERT!! Your Twilio Schedule has
changed. tap twilio-okta.com to see ~169 unique phishing
changes! domains. Some set up
only 40 minutes before
SMS delivered

.

Real time delivery
of 2FA codes to
Telegram channel

Flow of the Roasting Oktapus coordinated attack (Source: Recorded Future)
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The Risk Business

data breach

JChipmaker Maxinear reports data breach
after Maze Ransomwiare attack [Maze]
(/details/win.maze) |

The Irish Data Protection Commission's (DPC)

ruling, published on 5 April 2022, clarified Sy

that a third party does not necessarily have to .
be involved for incidents to count as a

personal data breach
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Timeline of data breaches in 2022, showing some of the more than 400,000 results (Source: Recorded Future)

Average Financial Loss Per Loss Event

$4,000,000.00
3,222,000

2,850,000
$ 3,000,000.00

1,895,851
$ 2,000,000.00 1,550,000

1,140,000 4031375
$1,000,000.00

Median Loss Amount

Loss Event Type

Median financial loss per event, by loss type (Source: Recorded Future)

Industry Median of Loss Amount ($) Count of Industry
Industrials $15,200,000 22
Energy $10,600,000 5
Consumer Staples $4,662,500 17
Information Technology $4,625,000 54
Finance $2,750,000 63
Government $2,700,000 3
Real Estate $1,500,000 2
Consumer Discretionary $1,339,481 41
Healthcare $1,020,000 117
Services $457,059 74
Communication Services $300,000 15

Median financial loss per event, by industry (Source: Recorded Future)
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The Risk Business

Distribution of Loss Event Types
Trade Secret Theft

Extortion (General)

System/Data Harm/D...

Financial Fraud PIl Exposure

Ransomware

Pll Theft

Percentage of loss events, by risk category (Source: Recorded Future)
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A security team worried about a particular risk impact can work backward to the related TTPs
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The Risk Business
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Nina and her team pinpointed the most important threat actors and their TTPs based on attack types with
the highest potential impact on ACME and the greatest proximity (occurrence at similar organizations)
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The Risk Business

Vice Society - Official Site

WHRE

FOR JOURNALISGS = OUR BLOQ

V-society.official@onionmail.org, ViceSociety@onionmail.org

ml3mjpuhnmse4kjij7ggupenw34755y4uj7t742qf7jg5impt5ulhkid.onion
wmp2rvrkecyx72i3x7ejhyd3yr6fn5uqo7wfus7cz7qnwréuzhcbrwad.onion
ssqdzimieeanazkzc5ld4v5hdibi2nzwzdibfh5n5w4pw5mcik761zyd.onion

Ransomware extortion websites like Vice Society impair brand image by
increasing the visibility of successful data breaches

www.converse.com.br.x-bitbucket-pr-759-minuzja-ijw2b
cnplawie.us-5.magentosite.cloud

References 2
First Reference May 2, 2023
Latest Reference May 2, 2023
3 New Domain Added May 2, 2023 3 0
Recorded Future Community Domain (&
SUSPICIOUS
RISK SCORE

2 of 53 Risk Rules Triggered

Show recent events or cyber events

An example of a typosquatted domain, in this case spoofing Converse[.]
com, shown in a Recorded Future Intelligence Card
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The Risk Business

Recorded Future

Anonymous TV am
, : Hackers leaked 15GB of data stolen from the Russian Orthodo
Church's charitable wing & released roughly 57,500 emails via

noted that due to the nature of the data, at this time it is onl
bemg offered to journalists & researchers.
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An example of hacktivists publishing stolen information from a religious organization.



The Risk Business

Mar 22, 2023

Redacted

Malicious infrastructure

Diamond Model of Intrusion Analysis

People's Liberation Army Strategic Support Force (China), RedFoxtrot

Threat Actor

People's Liberation Army St...

RedFoxtrot

Adversary

Capabilities
Hash
c0c6c0eb38215512d0...
Tonget a1443c711a30473754...
Company d55fa6b3e38815aa40...
District Cooperative Ce... 5 .
Alpha Elsec Defence & ... 5 Eg;?:;a(:k
Bharat Sanchar Nigam... - 64 11583.003
Country T
India T1027.002
10 more
Industry -

Aerospace and Defense
Banking

Telecommunications

Hide

Y Export PNG

e 71
71
25

An example of the Diamond Model of Intrusion Analysis in the Recorded Future Intelligence Cloud. It
outlines the malicious infrastructure and techniques that RedFoxtrot, a Chinese state-sponsored threat
activity group, used to attack Indian organizations in various industries in the first quarter of 2023.
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The Risk Business

Initial Compromise Post-Compromise

(Left of Boom) (Right of Boom)

Social Engineering* Denial of Service (DoS)

Theft of Employee or
Customer Personally
Identifiable Information (PII)

Credential or Key Reuse/
Stuffing/Brute Forcing

Misusing Open Ports/
Network Shares (Manual
or Automated — Worms)

Theft of Proprietary
Communications or Information

Web Application Vulnerabilities Access and Theft of Data
(Including Web Shells) from Connected Third Parties
Hardware Vulnerabilities Blackmail/Extortion

Destruction of Data

Software Vulnerabilities or Systems Availability

Removal of Confidence

Protocol Hijacking (BGP/DNS) in Data Integrity

Physical Tampering Financial Fraud

*Includes phishing, spear phishing, business email compromise, and mislabeling malicious files in P2P
networks

Event Cl AV

Risk Only Only Eol

Credential

100% 60% | 30% | 10%
Reuse

cl I\

Only  Only
Credential | 10500 | 606 | 30% | 10% | $1,000 | $25,000
Reuse

Event Cl AV

Risk Only Only

Credential
Reuse

100% | 60% | 30% | 10% $1,000 | $25,000 | 50.0 300.0 | $100 | $250

Recorded Future

*Cost per Hour



The Risk Business

Probability of This

Loss or Greater Total Cl Loss Total AV Loss
95% $48,932.98 $1,108,327.00
90% $63,457.61 $1,242,980.00
85% $75,957.43 $1,350,330.00
80% $87,625.05 $1,444,638.00
75% $99,539.46 $1,534,862.00
70% $111,585.25 $1,625,478.00
65% $124,293.34 $1,719,219.00
60% $137,632.16 $1,817,014.00

55%

$152,428.25

$1,924,844.00
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Web Application | Exploited Ransomware
Credential Reuse: Exploitation: Vulnerability: (Internal Workstations Only):
Total Loss Total Loss Total Loss Phishing: Total Loss |Total Loss
$580,034.60 $0.00 $0.00 $217,901.40 $9,404.66
$657,155.40 $0.00 $0.00 $247,986.70 $14,276.62
$714,480.80 $0.00 $0.00 $270,497.70 $18,792.91
$763,884.80 $0.00 $0.00 $289,878.00 $23,510.41
$809,776.70 $0.00 $0.00 $307,783.70 $28,501.25
$852,792.00 $0.00 $0.00 $324,799.00 $33,866.94
$894,525.00 $0.00 $0.00 $341,176.70 $39,657.47
$935,650.50 $0.00 $0.00 $357,726.00 $45,961.65
$977,639.10 $0.00 $0.00 $374,549.50 $53,213.17

10% $586,292.40 $5,885,030.00
5% $948,516.43 $9,657,421.00
1% $2,984,718.46| $29,677,965.00

$1,589,005.90|  $1,754,853.29| $1,828,368.38 $622,563.20 $265,061.73
$1,801,617.20|  $3,451,042.16| $4,297,746.59 $710,808.00 $401,099.91
$2,289,354.70| $11,883,288.27| $20,592,835.66 $918,448.80 $871,851.70
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The Risk Business

Loss Exceedance Curve

100% ©
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Chance of Loss or Greater

O 0]

0.10

1.00 10.00 100.00
Given Loss or Greater (Millions)

e=m=Before Mitigation  ====Risk Tolerance ====After Mitigation

Example of a loss exceedance curve (Source: Paul Stokes articles on the World Economic Forum
website: https.//www.weforum.org/agenda/2019/07/can-cybersecurity-offer-value-for-moneyy/.)

Recorded Future
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The Risk Business

1) Threat Intelligence — Relevant Threat Deltas

Define cyber threat categories and
identify the threat events that change
the risk model inputs.

Proposals

The largest hurdle to implementing a
quantitative risk model is internal
acceptance and adoption.

4) Review = Communicate — Advise

RTDs,

2) Trained Estimation

Address the human bias toward over
confidence before estimating ranges
(lower / upper bounds).

Threat
Intelligence

Move beyond traffic light categories to
specific probabilities for impact and
associated dollar loss.

3) Monte Carlo Simulations

Risk

)

&3 Upside

‘5‘ Downside Risk

&

€@ Recommendations

Control Validation

Threat Implication

Intelligence

Recorded Future

Event / Pattern / Anomaly
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The Risk Business

Problems B
Potential

Breach
Notification

v

Intelligence L

X

Phishing
domains
Malicious apps
Code leaks
DW access
advertising

Consumption

Email reporting

(I) * API

Outcomes . pomain/social

media/app
g store

takedowns
Legal action

KPIs * Mean time to
/ remove
@) + ROSI
Risk Briefing  * NIST CSF:
& DE.CM-5
- DE.CM-7
' * Reputation
management

Infrastructure Physical Quick Attack Vulnefab[llty
Exposure Harm Remediation Exploitation
Identification Avoidance Avoidance
¢ Terrorist
* Internet campaigns * |OA/IOC context ¢ Active
inventory * Executive/ and enrichment exploitation
¢ Asset asset ¢ Infrastructure * Pre-NVD
exposures threats compromises * Pre-CVSS
* Travel risk
¢ Alerting e ¢ Scanner
* APl system * Geospatial atenaion integration
integration monitoring S " 4 * System of
+ Email alerting * APl system vystem_o recll record
L) integration 4 2
integration integration
* Site security * Quicker event
« Business verdicts
* Exposed asset continuity * Faster incident ¢ Patch
remediation response triage prioritization
* Executive * Detect/block
protection control actions
* Physical/
* New assets operational ¢ Correlated ¢ Patch
discovered system detection events escalation
¢ ROSI disruption * ROSI ¢ ROSI
* ROSI
« NIST CSF: ST « NIST CSF:
ID.AM1-4 * NIST CSF: DE:CM—1 ID.RA-1
* Reduce breach DE.CM2-3 + Improve PR.IP-12
probability * Improve eHlEnce * PCIDSS
* Risk reduction resilience + Regulatory & Regul§tow
compliance compliance

.

Credential
Unauthorized
Access

Fraud
Avoidance

Stolen payment

cards * Stolen A
Merahant credentials/
tokens

breaches
Proxy/VPN use
API system
integrations y :IZLLD;QSKOAR
Manual reporting
Active cards * Active
flagged Directory/
Account Cloud account
takeover resets
prevention
Cost of fraud
Approved vs. * Mean time to
declined identify
transactions * ROSI
ROSI

* NIST CSF:
5l e PRACI7

: * Risk reduction

Compliance ReqUlata)
Imp(ove brand compliance
equity

< Securit
Supply Chain Yy
Mgkt Control
(RE1111147 :
Efficacy
¢ Adversary
Vendor/ prioritization
supplier * Hunting
exposure packages
analytics « New “tools”/
TTPs
rsg(féfg' o * Redteam
integration = ’s-‘cer;_anots
Intelligence S::nlar:igoseam
cards
* Security
Vendor/ control
supplier validation
contract * Internal threat
auditing/ discovery
enforcement « Trend
identification
* Mean time to
Exposure assess
identification * Mean time to
ROSI deploy
* ROSI
HISTCSE: « NIST CSF:
ID.SC1-5
£ ID.RA2-5
DE.CM-6
" : DE.CM-4
Risk reduction :
Radllaton * Improve risk
g Latony assessments
compliance

lil-Recorded Future’

Recorded Future
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The Risk Business

This TROCHILUS REMOTE ACCESS
TROJAN (RAT) variant, using a
distinct three-stage encryption
algorithm, was deployed on an
Active Directory controller to
enable access to steal credentials.

FLULETEENE LT,

e

PSS 2,
(1) 0=
"y

=,
)
=

RN
APT10 ACCESSED COMPANY 1,]‘ Y

NETWORKS through stolen

legitimate credentials. -
SN 2]

i
DLL SIDELOADING
- Three files are downloaded into the same folder. An executable

=
=

iy
AN

L= sideloads and runs the malicious DLL, which decrypts and 2
~ 7/ decompresses the encrypted shellcode, which in turn injects the =
§é$’/ Trochilus payload.
3o §Z + Although the deployed DLL and the encrypted shellcode were
named differently and the legitimate executables were different,
the underlying method of malware installation was the same.
bm\\\l—_-:_.
0 G
‘,‘\ &

7
$‘=et’f/’él

.\\\§ = \\‘wﬁ
il

& Y

APT10 used Mimikatz to STEAL PASSWORD
HASHES for users. 4

This method of attack highlights the dangers
of THIRD-PARTY RISK: Through the data
APT10 exfiltrated, they (and thus the Chinese
government) gained access to hundreds, if not
thousands, of corporations worldwide.

%

B e attackers then COMPRESSED AND ij Third-party risk is real — recent research
EXFILTRATED the compromised data shows that only 29 percent of companies
using Dropbox as its C2. believe a third party would notify them of a

data breach, but 59 percent have experienced
a breach originating from a third party.

The TTPs APT10 used to breach Visma’s systems.
Source: https://go.recordedfuture.com/hubfs/reports/cta-2019-0206.pdf

Recorded Future
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The Risk Business
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A timeline of supply chain attacks, September 2021 to September 2022 (Source

Recorded Future
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