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Recorded Future Intelligence Card for Hancitor/Chanitor (snapshot taken on  April 15, 2019)

Flow of the Roasting Oktapus coordinated attack (Source: Recorded Future)
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Timeline of data breaches in 2022, showing some of the more than 400,000 results (Source: Recorded Future)

Median financial loss per event, by loss type (Source: Recorded Future)

Median financial loss per event, by industry (Source: Recorded Future)
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Percentage of loss events, by risk category (Source: Recorded Future)

A security team worried about a particular risk impact can work backward to the related TTPs
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Nina and her team pinpointed the most important threat actors and their TTPs based on attack types with 
the highest potential impact on ACME and the greatest proximity (occurrence at similar organizations)
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Ransomware extortion websites like Vice Society impair brand image by 
increasing the visibility of successful data breaches

An example of a typosquatted domain, in this case spoofi ng Converse[.]
com, shown in a Recorded Future Intelligence Card
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An example of hacktivists publishing stolen information from a religious organization.
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An example of the Diamond Model of Intrusion Analysis in the Recorded Future Intelligence Cloud. It 
outlines the malicious infrastructure and techniques that RedFoxtrot, a Chinese state-sponsored threat 

activity group, used to attack Indian organizations in various industries in the first quarter of 2023.
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Example of a loss exceedance curve (Source: Paul Stokes articles on the World Economic Forum 
website: https://www.weforum.org/agenda/2019/07/can-cybersecurity-offer-value-for-money/.)
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The TTPs APT10 used to breach Visma’s systems.  
Source: https://go.recordedfuture.com/hubfs/reports/cta-2019-0206.pdf
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A timeline of supply chain attacks, September 2021 to September 2022 (Source: Recorded Future)
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