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The Security Intelligence Handbook

2Recorded Future

Figure 1-1: A security intelligence program can produce dramatic improvements 
in security and effi  ciency. Source of data: IDC

Figure 1-2: The relationship between data, information, and intelligence.
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Figure 4-1: The roles and responsibilities of emergency 
services teams and SecOps teams are similar.

Figure 4-2: Many threat alerts are not investigated 
or remediated. (Source: Cisco)

Figure 3-1: Security intelligence and the six phases of the intelligence cycle.
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Figure 4-4: It is very diffi  cult to fi nd relevant information 
in a raw threat feed and correlate it with other data related 

to an alert.

Figure 4-3: Key aspects of security monitoring and internal 
sources of context. (Source: UK NCSC)
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Figure 4-5: A SecOps intelligence solution automatically enriches alerts with context such as previous 
sightings, associations with attack types and threat actors, and risk scores. (Source: Recorded Future)
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Figure 6-2: Security intelligence related to a vulnerability. 
(Source: Recorded Future)

Figure 5-1: Security intelligence connecting an IP 
address with the Trickbot malware. 

(Source: Recorded Future)

Figure 6-1: The greatest actual risks are vulnerabilities 
that are present in your organization’s environment and 

are currently being exploited. (Source: Gartner)
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Figure 6-3: The race between security professionals and adversaries.

Figure 6-4: Real risk rises dramatically when vulnerabilities become 
weaponized and commoditized.
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Figure 6-5: An exchange of information between threat actors on a dark web forum 
translated from Russian. (Source: Recorded Future)

Figure 7-1: Top external actor varieties in data breaches. 
(Source: Verizon Data Breach Investigation Report 2020)
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Figure 7-2: A typical organizational chart for a cybercrime syndicate. 
(Source: Recorded Future)

Figure 8-1: The FAIR Framework, with elements informed by 
intelligence highlighted. (Source: The FAIR Institute)

Figure 8-2: Questions about a malware sample that a security 
intelligence solution answers. (Source: Recorded Future)
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Figure 8-3: Timeline depicting the proliferation of new 
ransomware families. (Source: Recorded Future)

Figure 9-1: Most organizations are exposed to signifi cant risks 
through their relationships with third parties. 

(Sources: Ponemon Institute and Recorded Future)
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Figure 9-2: Third-party intelligence provides context for identifying 
shortcomings in the defenses of supply-chain partners.
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Figure 11-1: Examples of geopolitical event categories and the specifi c 
items within one category. (Source: Recorded Future)

Figure 11-2: Example of a dashboard that highlights 
high-risk areas. (Source: Recorded Future)



The Security Intelligence Handbook

13Recorded Future

Figure 12-1: A standard approach to assessing risk and 
developing a security strategy.

Figure 12-2: A security intelligence dashboard pinpoints threats most relevant to 
a specifi c industry or technology. (Source: Recorded Future)
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Figure 13-1: Diagram of Lockheed Martin’s 
Cyber Kill Chain framework.

Figure 13-2: A simple Diamond Model design.

Figure 14-1: Four stages of security intelligence program maturity — from no internal resources 
to a fully staff ed and highly automated program.
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Figure 15-1: Security intelligence as an independent group 
in the security organizational structure.

Figure 15-2: A security intelligence platform centralizes, combines, and enriches data, and then 
formats it for multiple target systems. (Source: Recorded Future)


