
Xview for Visualization – part 
of the ColorTokens Xtended 
ZeroTrust Platform – provides 
unified visibility across on-
premise and multi-cloud 
infrastructure, with a telescopic 
view into networks, clouds, 
applications, and endpoints. 
Xview’s state of the art analytics 
engine integrates with market-
leading threat intelligence to 

pin-point zero-day threats at 
every corner in an enterprise. 
Integrated widgets, built-in 
vulnerability scanner, and 
canned reports for PCI, HIPAA, 
and GDPR will help you in 
closing gaps and achieving 
faster time-to-compliance with 
critical industry mandates and 
regulations.

Get 360  visibility with infinite 
granularity – allowing security views 
from telescopic to microscopic levels                                                     

Identify indicators of compromise 
(IoCs) and vulnerabilities making 
potential future threats unsuccessful 

Simplify compliance and audits for your 
complex, distributed and multicloud 
environments

››  See every communication between 
applications, containers, processes, 
and cloud workloads

›› Monitor inbound and outbound 
user access, as well incoming 
and outgoing traffic across the 
enterprise 

›› Visualize the entire organization 
within a guided, and logically 
grouped, map view

›› Stop zero-day attacks with market 
leading threat intelligence and 
vulnerability assessment

›› Mine telemetry data with powerful, 
filtered search across 20 plus 
parameters

›› Customize notification, know 
where to focus and reduce security 
vulnerabilities

›› Meet internal and external audits 
through complete visualization and 
inventory of IT assets

›› Discover misconfigured ports, 
malicious communications and data 
exfiltration in real-time 

›› Achieve faster time-to-compliance 
with instant out-of-the box reports 
for HIPAA, GDPR and PCI regulations

ColorTokens Xview for Visualization

Digital transformation is changing the IT landscape with the rapid adoption of multi-cloud and agile 
technologies. However, legacy and point security products do not provide a unified view of your data 
centers, branch offices, multiclouds, users and workloads. Most enterprises are blind to 75 percent 
of traffic within the perimeter, making it nearly impossible for IT teams to maintain a strong security 
posture within the walls of today’s modern enterprise.

Visualize. Automate. Enforce. Xview Highlights
•	 Easy-to-deploy cloud-delivered 

solution

•	 Get 360 visibility for multiclouds

•	 Uncover vulnerabilities

•	 Detect unauthorized traffic

•	 Identify bad processes

•	 Zoom into systems and 
workloads

•	 Zoom out for traffic patterns

Visualize everything. 
Eliminate blind spots.       

Detect threats with 
advanced analytics                                              

Effortless compliance 
through visualization	

Solution  Sheet



Visualize everything. Get faster time-to-compliance.

Xview Benefits

ColorTokens has brought in extensive visibility and discovered 
un-authorized database connection to the world wide web. This insight 

helped us better secure our three tiered HIS application.

– A Leading Academy of Health Sciences
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Key Features

•	 Visualizer - rich and insightful 
representation of interactive 
communication between 
applications, resource groups, 
access groups, network 
groups, and other managed & 
discovered resources.

•	 Threat intelligence – integration 
with market-leading cyber 
threat intelligence feeds

•	 Advanced analytics – multi-
dimension risk scoring, for 
security augmentation.

•	 Port scanner – in-built scanner 
and integration with leading 

VA tools to discover network 
vulnerabilities.

•	 Security sighting reports –
canned reports for HIPAA, PCI-
DSS, GDPR compliance, among 
others

•	 Multiple dashboard views: 
›› Security effectiveness – see 

the number of resources 
attacked, and prevented 
attacks

›› End-user dashboard – view 
the number of failed and 
successful attempts to log in 
to applications

•	 Complete visibility of 
networks/applications/
endpoints/workloads 

•	 Multi-focus views at system 
and workload level 

•	 Prioritize security tasks 

•	 Canned reports for ease-of-
compliance 

•	 Unified platform for network 
security, visualization, micro-
segmentation, endpoint 
protection

TRUST AGENT SUPPORT 
Windows XP, Windows 7, Windows 7 
Embedded (32-bit & 64-bit) , Windows 8, 
Windows 8.1, Windows 10 , Windows Server 
2003 (32-bit & 64-bit), Windows Server 2008 
(32-bit & 64-bit), Windows Server 2008 R2, 
Windows Server 2012 R2, Windows Server 
2016, CentOS (6.7, 6.8, 7.2, 7.3), RHEL (6.7, 6.8, 
7.2, 7 .3), Ubuntu (12.04, 14.04, 16.04), Mac 
OSX, for remote access. Agents consume 
less than 1% CPU utilization and 30 MB RAM.

MANAGEMENT
ColorTokens Xview is a cloud-delivered As-a-
Service from AWS (m5.4xlarge instance, 100 
GB storage). ColorMaster requires a Google 
Chrome Browser, version 58 or higher.

ColorTokens Inc., a leader in cloud-delivered ZeroTrust security, provides a modern and new-generation of security that empowers global 
enterprises with a proactive approach to single-handedly secure cloud workloads, dynamic applications, endpoints and users. Through 
its award-winning Xtended ZeroTrust Platform, ColorTokens delivers the only cloud-based solution that combines AV, EDR, workload 
protection and application control into one ultra-lightweight agent. This enables enterprises to instantly visualize and segment their 
entire IT infrastructure, block advanced malware, contain and respond to APTs and zero-day attacks—all while seamlessly integrating with 
existing security tools.
The information contained herein is subject to change without notice. ® 2019, ColorTokens Inc. CS0219, March 2019. 

colortokens.com       
 sales@colortokens.com     




