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Foreword

raud in today’s world is much different than it was 30, 20,

or even 5 years ago. The only constant being that where
there is business opportunity, there are fraud opportunities as
well.

Next-generation cybercriminals use many different tactics

for committing online fraud. Massive breaches of personal
information and login credentials have enabled them to com-
mit wide scale account takeover as well as to easily assume

the identity of millions of individuals. Fraudsters also use
sophisticated technologies such as computer and smartphone
emulators, machine learning, and bots to commit fraud at a
global level, often simultaneously targeting hundreds of online
businesses.

Next-generation fraud attacks require next-generation

fraud prevention measures to stay ahead of cybercriminals.
Advanced technologies such as machine learning and device
intelligence along with collaboration across businesses to
share fraud insights are effective at detecting and stopping
online fraud. In addition, technologies such as dynamic
authentication not only stop unauthorized access to an online
account but also enable a frictionless consumer experience for
authorized users of the account.

Even as cybercriminal efforts rise, consumer expectations for
their online and mobile experience are as well. Consumers
demand mobile access, from anywhere in the world, at any
time. Consumers want a fast response time, be it the approval
for an online loan application or an online purchase. Even
though they resent cumbersome username/password login
requirements, they still expect their accounts and data to be
safeguarded.

This puts a squeeze on fraud prevention specialists. How

do you balance the business need of fighting fraud with the
market need of a great user experience? Next-generation fraud
prevention solutions help with both.
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iovation was founded in 2004 with the mission of making

the Internet a safer place for people to conduct business.
Since then, our next-generation device intelligence solution
has protected over 35 billion online global transactions. Our
network has seen over 5 billion devices ranging from desktop
computers to smartphones to Internet of Things (IoT) devices
and gaming consoles.

Our consortium of cybercrime fighters share fraud intelligence
within our customer network. They have submitted more than
50 million fraud and abuse reports over the past 14 years,
which have helped prevent hundreds of millions of fraud
attempts. We are pleased to sponsor this Definitive Guide™
and hope that it will help you fight the next generation of
cybercriminals.

Scott Waddell
CTO
iovation



Introduction

he digitalization of business processes and advent of

mobile computing have given rise to the next generation
of fraud. Cybercriminals have a variety of tools and
techniques—as well as opportunities—to steal money and
services. Furthermore, traditional fraud prevention tools often
fail to stop this fraudulent activity.

Companies need a new approach to fraud prevention—one
that stops fraud early and preserves the user experience.
Companies with an online presence must have the ability to:

[¥] Detectand respond to fraudulent activity before
incurring losses

[/] Leverage human insight and machine learning to
identify advanced fraud

[¥] Work with other fraud analysts to identify larger fraud
trends and stop cybercriminals on a global scale

[] Block more fraud while reducing fraud prevention costs

This book explores how companies can leverage a next-
generation fraud prevention solution to stop more fraud while
reducing costs and providing a positive user experience for
trusted customers.

Chapters at a Glance

Chapter 1, “Introducing Fraud in the Mobile Age,”
examines how fraud has evolved with the advent of anywhere,
anytime computing.

Chapter 2, “Understanding the Enemy,” explains
how cybercriminals commit fraud, as well as the tools and
techniques they use to do so.

Chapter 3, “Analyzing Current Fraud Prevention
Techniques,” describes how traditional approaches used to
block fraud fail to counter today’s next-generation fraud.
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Chapter 4, “Introducing Next-generation Fraud
Prevention,” explains the tools and techniques that
comprise a next-generation approach to fraud prevention.

Chapter 5, “Exploring Device Intelligence,” introduces
the concepts of device recognition, reputation, and
associations for blocking fraudulent activity.

Chapter 6, “Leveraging Human Insight and Machine
Learning,” explains how human insight and machine
learning are better together in the fight against fraud.

Chapter 7, “Harnessing the Power of Next-generation
Device Intelligence,” explores the benefits of a next-
generation approach to fraud prevention beyond simply
catching more fraud.

Chapter 8, “Ten Buying Criteria for a Next-gen Fraud
Prevention Solution,” enumerates criteria for choosing a
next-gen fraud prevention solution.

The Glossary provides handy definitions of key terms
(appearing in italics) used throughout this book.

Helpful Icons

TIP

DON'T FORGET

(3

CAUTION

(>

TECH TALK

15); N

Tips provide practical advice that you can apply in your own
organization.

When you see this icon, take note as the related content
contains key information that you won’t want to forget.

Proceed with caution because if you don’t it may prove costly
to you and your organization.

Content associated with this icon is more technical in nature
and is intended for IT practitioners.

Want to learn more? Follow the corresponding URL to
discover additional content available on the Web.



Chapter 1

Introducing Fraud in
the Mobile Age

@ Learn why it’s easier than ever to commit fraud
@ Understand how your business is affected by fraud
@ Explore the impact of fraud on your customers

he way we live, work, and play has been transformed

by powerful computing devices that can fit in a pocket.
Virtually any transaction you can do online can be completed
faster, more easily, and more conveniently via a mobile device.
Unfortunately, those same benefits apply equally to cyber-
criminals and fraudulent activity.

In this chapter we look at the state of fraud today and the
impact it has on both your business and your customers.

Welcome to the Mobile Age

DON'T FORGET

The Mobile Age is characterized by the ability to transfer
information freely and quickly while on the go. This has sig-
nificant ramifications for both businesses and their customers.
By digitalizing processes, businesses can reduce operational
costs. They can automate processes that previously required
time and effort from personnel. Businesses are even digitaliz-
ing processes that were previously handled by the back office
and making them customer facing.

For years, consumers have enjoyed the convenience of
having services offered online. Transactions that once were
conducted in person are now available on the web, and many
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CAUTION

of these online transactions now occur on mobile devices. It’s
easier than ever to perform virtually any transaction, and from
anywhere in the world.

Not only does the digitalization of processes give us location
independence, but it also provides near real-time results for
many transactions, or at least significantly decreased approval
times. Loan applications can be approved in hours instead

of days. Insurance claims can be processed in weeks instead
of months. A store’s merchandise inventory can be perused

in minutes, and buyers can be immediately informed if some
items are out of stock.

And then, of course, there’s the introduction of new markets
as businesses realize new revenue streams by making their
services mobile. The gambling industry is a prime example. It
has experienced phenomenal growth as customers enjoy the
excitement and convenience of playing anywhere they have an
Internet connection on their mobile phone.

But the Mobile Age is not all roses. All the benefits your cus-
tomers enjoy due to the ability to easily and quickly transfer
information are also leveraged by criminals. As businesses
take more processes online and make them customer facing,
they provide more opportunities for fraud to occur.

Fraudsters can do their dirty work from anywhere in the
world. Instead of having to apply for a new credit card or bank
account in person, fraudsters can hide behind the Internet’s
anonymity. In short, criminals can conduct fraud faster, more
easily, and with less risk of getting caught.

At the same time, the tools and know-how needed to commit
fraud are more readily available, lowering the barrier to entry
for would-be fraudsters. For instance, fraudsters use the
Internet to buy, sell, and trade victims’ personal and financial
information. They’ve also built thriving illegal networks to
share data and techniques on how to defraud businesses.
Literally, anyone, anywhere in the world can commit fraud in
the Mobile Age.
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The impact of fraud on businesses

The risk of fraud has exponentially increased in the Mobile
Age. In addition to the reasons explained above, fraud rarely
occurs as a single incident, but rather as a series of criminal
acts. If not identified early, a single occurrence of fraud can
lead to a multitude of other incidents.

Fraud impacts businesses in a number of ways:

M Fraud losses result when fraudsters directly steal
merchandise, money, or services from a business.
Examples of these losses include merchandise
purchased with stolen credit cards, fraudulent
credit card or loan accounts opened using stolen
or synthetic identities, and payment of fraudulent
insurance claims.

M  Revenue losses can occur when fraudsters target
special programs meant to grow revenue, such as
promotions. For example, if an e-commerce busi-
ness wants to attract new business by offering a 25%
discount to the next 100 new customers and this
offer is used by fraudsters instead, the company will
not be able to meet its goal for the promotion.

M1 The cost of fraud prevention rises as fraud attacks
increase. It’s generally cheaper to stop fraud before
it occurs than to try to recover fraud losses. In addi-
tion, when suspicious accounts or transactions are
flagged for deeper investigation, organizations expe-
rience operational inefficiencies and higher costs.
Oftentimes, manual review requires additional per-
sonnel to handle calls, manage records, and analyze
applications or transactions.

M Customer attrition is also a problem when
businesses are affected by fraud or fail to streamline
their fraud prevention measures. Once a customer
experiences a financial loss as a result of online
fraud, retaining that customer becomes incredibly
difficult. Any experience with fraud can increase
customer attrition and revenue loss.

Unfortunately, if organizations aren’t careful, their
attempts to counter fraud can actually increase
customer attrition. As more controls and checks
are added, they create a larger barrier to entry and
diminish the user experience.
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CAUTION

[/ Organizations that struggle with high fraud rates
suffer the fallout of a tarnished reputation. In addi-
tion to increasing customer attrition, a damaged
reputation can make it difficult to establish and
renew contracts with business partners. Stakeholder
and investor trust may erode. Plus, the organiza-
tion becomes an attractive target for future fraud
attempts because it is seen as deficient in protection.

M Legal penalties could result for businesses that are
found negligent in preventing fraud. They may be
liable for regulatory compliance violations, such as
federal fines and payouts to customers whose identi-
ties were stolen.

The impact of fraud on customers

Businesses have the resources to help mitigate fraud, but cus-
tomers, oftentimes, do not. A single incident of fraud or iden-
tity theft can have significant ramifications.

M Customers incur financial losses resulting from the
incident itself. If they’re lucky, and they recognize
the fraud attempt, they can recoup the funds by
filing a fraud claim with the impacted business.
However, doing so results in...

[ Loss of time as customers work with the various
parties involved: retailers, credit card providers,
financial institutions, etc., to file a fraud claim and
wait for it to be reviewed.

[] If the customer isn’t aware of repeated fraud
attempts or identity theft, the criminal activity can
result in damaged credit. Depending on the extent
of the damage, it could take years for a customer to
recover.

[ Customers expect the institutions and businesses
they work with to secure their data and prevent
criminal activity. A single incident can create bad
feelings that end an otherwise mutually beneficial
relationship.



Chapter 2

Understanding the Enemy

@ Learn the difference between first-party and third-party fraud
@ Examine the three categories of fraudulent activity

@ Understand the tools and techniques cybercriminals use to
defraud organizations

s we explained in Chapter 1, the Mobile Age provides

ample opportunity for fraud. This fact, combined with
complex schemes to circumvent conventional methods of
fraud detection, is driving the need for a next-generation
approach to fraud prevention.

But before you can effectively fight fraud in the Mobile Age,
you must understand what you’re up against. In this chapter,
we take a look at the adversary. By understanding the tools
and techniques cybercriminals use in their attempts to com-
mit fraud, you'll be better prepared to combat them.

Understanding Next-gen Fraud

As we mentioned in Chapter 1, the digital exchange of infor-
mation lowers the barrier to entry for professional and aspir-
ing cybercriminals. There are many different ways to commit
fraud and many types of fraudulent activity.

First-party fraud

An individual who commits fraud in their own name using
their own account information commits first-party fraud.
For example, in banking, first-party fraud occurs when an
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individual takes out a loan or credit card in their name with no
intent to ever repay the debt. In the insurance industry, quote
manipulation is another form of first-party fraud. It occurs
when a person submits false information, like the wrong home
address, to receive a lower quote on the premium.

Third-party fraud

Third-party fraud occurs when either an individual or a group
(like a fraud ring or a state-sponsored cybercriminal organiza-
tion) does their dirty work under someone else’s name.

The Internet serves as a conduit for the buying, selling,

and trading of people’s personal and financial information.
Fraudsters use these stolen identities for multiple purposes.

In some cases, they use the stolen identity to create an account
or take out a loan in another person’s name. Or, they may

use stolen credentials to log into a person’s online account,
which is known as account takeover. Here, the victim is the
individual whose identity was stolen. Oftentimes, the victim
discovers this only after being denied a new loan or seeing that
their credit score has dramatically dropped.

Another use of stolen identity is a bit more sinister, at least for
a company that does business online. In this case, the fraud-
ster does not use the stolen identity information of a single
individual. Instead, they take bits of stolen identity informa-
tion from various people, add completely fake information,
and create an online identity for a completely new, but fake,
person. This is referred to as a synthetic, or ‘Frankenstein,’
identity.

By mixing and matching real victims’ actual names, addresses,
Social Security numbers, and credit card details, fraudsters
can create new identities that look legitimate. Synthetic identi-
ties are especially difficult for online businesses to detect in
that there is no consumer ‘victim’ to report an unauthorized
account. This fraud may go unnoticed for a very long time. It
isn’t until the account goes into arrears that the business real-
izes something is wrong. Even then, it’s difficult to distinguish
third-party synthetic identity fraud from a typical first-party
loan default situation.
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How They Do It

CAUTION

One of the reasons why it’s difficult to identify and stop fraud
today is because fraudsters have different modus operandi,
depending in part on the type of fraudulent activity they're
committing.

Categories of fraudulent activity

Fraudulent activity can be categorized into one of the follow-
ing three groups:

1. Organized criminal or rogue state activity. Often
committed by fraud rings, organized fraud involves a
premeditated scheme to defraud others. In other words,
it’s carefully planned and executed to steal money or
property from one or more victims. Organized fraud is a
criminal offense.

2. Opportunistic but premeditated. Criminals create a
scheme for committing fraud but do so when the right
opportunity presents itself.

3. Opportunistic, spur of the moment. This final category
of fraud is not premeditated. On a whim, when applying
for a line of credit, a consumer inflates his salary, for
instance.

Types of fraud

There are many different types of fraud, and they vary from
one industry to another, as shown in Figure 2-1. To make
things more complicated, fraudsters can work across multiple
industries, leveraging the gains from one attack to execute
another. Credit card fraud is often the entry point for all other
types of fraud. For example, a criminal may apply for a dozen
credit cards using unique synthetic identities, and then use
them on retail websites. Next-generation fraud protection
needs to target all types of fraud, across every industry—not
just credit card fraud.
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E-COMMERCE FINANCIAL SERVICES
* Credit Card Fraud ¢ Payment Fraud
* Promotions Abuse * Credit/ Loan Application Fraud
¢ Shipping Fraud ¢ Synthetic ID Fraud
¢ Friendly Fraud ¢ |dentity Theft
¢ Call Center Fraud * Loan Defaults
* Account Takeover ¢ Call Center Fraud

* Account Takeover

INSURANCE SERVICES ONLINE GAMBLING
¢ Policy Fraud ¢ Cheating

* Claims Fraud * Bonus Abuse

¢ Application Fraud ¢ Synthetic ID Fraud

* Call Center Fraud * Card Not Present Fraud

* Ghost Brokering * Friendly Fraud

¢ |dentity Theft ¢ Terms Violations

* Synthetic ID Fraud ¢ Account Takeover

Figure 2-1: Fraud varies from one industry to another.

Anatomy of an attack

No two fraud attacks are identical. Cybercriminals have a
number of tools and techniques at their disposal, which enable
them to switch up their approach.

Tools and techniques

Cybercriminals are embracing new and increasingly sophis-
ticated tools and methods to commit fraud. As a result of
massive data breaches, criminals can purchase personally
identifiable information (PII) and access credentials on the
dark web. PII is information, such as name, phone number,
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and mailing address, which can be used on its own or with
other information to identify, contact, or locate an individual.
As we mentioned previously, Internet-savvy criminals use this
information to create synthetic identities that can circumvent
conventional fraud detection methods.

Fraudsters have also been known to socially engineer attacks
through call centers and in stores. Social engineering is the
practice of manipulating people to trick them into disclosing
sensitive information or do something they wouldn’t normally
do, like go against corporate policy. It is a non-technical attack
that entails capitalizing on the human desire to be of help to

others.

While social engineering is an age-old attack method, there
have also been reported cases of fraudsters using newer
technologies in their fraud attacks, such as sophisticated
automated tooling and even machine learning.

Fraudsters also make use of a variety of technologies.

Common Technologies Fraudsters Use

Botnets are software programs
that run on multiple computers in
a coordinated fashion. Sometimes
they infect a computer without
the owner’s knowledge. A central
server, controlled by the fraudster,
then uses this network of connect-
ed computers (bots) to coordinate
attacks.

Emulators and simulators are
software programs that pretend
to be entirely different devices.
For example, an iPhone emulator
may run on a Windows machine,
making it look like the transaction
is coming from an iPhone. Unlike
physical phones, emulated phones
can be programmed to automati-
cally target sites with attacks.

Proxy masking is when a fraudster
hides their true IP address. When a
computer or mobile device is part
of an online transaction, its IP ad-
dress is recorded. The IP address is
useful for determining the location
of the device. Fraudsters know this,
and they use proxies to mask their
true IP address. The most common
proxy is Tor (The Onion Router).

Machine learning is a form of arti-
ficial intelligence. It’s useful in help-
ing computer programs seem more
human-like. Therefore, machine
learning is useful for fraudsters to
create synthetic identities and to
control how their bots automati-
cally attack online businesses.
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Continual evolution of attacks

Because fraudsters continually change their tactics, fighting
fraud is much like a bad game of “whack-a-mole.” You might
stop fraud in one place, only to have it pop up somewhere
else. The trend toward omnichannel customer service only
facilitates this problem. The moment an organization is
successful at stopping fraud in one channel, the fraudsters
move to another. This makes it impossible to stop all fraud.
Organizations today must act quickly, be able to identify
subtle trends, and recognize when standard detection meth-
ods don’t work.

Simply put, organizations can’t trust the information attackers
provide. This drives the need to deploy more-effective anti-
fraud solutions that look at information independent of the
data supplied by users.

Like everyone else on the planet, fraudsters are dependent on
their mobile devices, but they use them to commit fraud. They
may also switch up devices and identities to evade detection.
Even if a fraudulent account is detected and shut down, an
organization that lacks the ability to identify fraudulent com-
puters cannot prevent fraudsters from immediately creating

a new account under a new identity. This creates a revolving
door for repeated fraud and abuse.

Leverage the Internet

The nature of the Internet itself helps facilitate fraud.
Cybercriminals leverage its built-in anonymity, scale, and
complexity to circumvent identity- and financial-based fraud
management systems.

The Internet also enables fraudsters to quickly move from one
online business to another. Fraudsters may commit fraud with
a financial institution by creating a new credit card, then test it
on online gambling sites, and use it to make a purchase from
an online retailer. Because of this type of pattern, it’s critical
for the entire online community, regardless of industry, to
cooperate in fighting fraud.



Chapter3

Analyzing Current Fraud
Prevention Techniques

@ Find out why business rules alone don’t prevent fraud

@ Explore the blind spots in a traditional fraud prevention
strategy

@ Understand the impact of your fraud prevention efforts on the
customer experience

ompanies aren’t sitting idly by while cybercriminals steal

their money and goods. Once fraud prevention teams
understand how easily criminals obtain and alter PII, they
attempt to do something about it. Unfortunately, they usually
respond by adding more identity-based controls. These tools
add customer friction, rely on even more personal informa-
tion, and can leave organizations more susceptible to identity
theft.

Because identity-based fraud prevention systems operate

on identities, they often have difficulties tracking situations
where identity is deliberately varied by fraudsters, making
fraud detection in the case of stolen identity or synthetic
identity more challenging. Furthermore, when fraud rings
are committing fraud using hundreds of different identities,
sometimes these cases appear isolated, which prevents busi-
nesses from connecting them as related incidents of fraud.

But that’s just the start. In this chapter, we take a closer look
at why a traditional fraud prevention strategy doesn’t cut it in
the Mobile Age.
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DEVICE RISKS

DEVICE REPUTATION
BANNED LISTS /
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OTHER FACTORS /

TRANSACTION VELOCITY

Figure 3-1: According to iovation, businesses blocked fraudsters for the
above reasons in 2017.

Traditional Approaches
Are Reactive

Traditional fraud prevention tools are used as follows. Fraud
occurs. Eventually a fraud analyst discovers it. To prevent
future incidents from the same fraudster, the fraud analyst
attempts to block the fraudster based on a predictable char-
acteristic, such as those shown in Figure 3-1. Most traditional
fraud tools allow the fraud analyst to easily block transactions
that match certain criteria. These criteria are often called busi-
ness or policy rules.
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As a simple example, if fraud is discovered coming from IP
address 1.1.1.1, the fraud analyst then creates a business rule
that prevents transactions that originate from that IP address.

There are several problems with this approach. First of all,
business rules are written after fraudulent activity takes
place and a pattern is established. When the fraud tool sees
a pattern matching one defined by the business rule, it stops
the activity or flags the transaction for further investigation.
However, by that point a cybercriminal has already success-
fully defrauded an organization.

The second problem with relying on business rules to prevent
fraud is that human insight alone is not enough. We simply
cannot combat the sophisticated machine learning algorithms
and device emulators used by fraudsters with business rules
written by humans.

Finally, fraudsters change their tactics so quickly that fraud
analysts can’t keep up, rendering business rules obsolete. For
example, a lot of organizations attempt to fight botnet fraud
by identifying the botnet itself. But that’s difficult to do when
the botnet is constantly changing.

Silos Create Blind Spots

CAUTION

Remember, fraudsters use multiple techniques and target
multiple points of vulnerability. If they can’t get what they’re
after via one channel, they’ll simply move to another.
Traditional fraud prevention systems typically operate in silos
and protect a specific business channel. A lack of integration
or comprehensive visibility results in blind spots where fraud-
ulent activity can go undetected. A next-generation fraud
strategy must, therefore, be comprehensive and include mul-
tiple, integrated tools.

Fraud prevention teams also tend to work in silos, which
limits their ability to stop fraud. By working independently
from the security team, they miss an opportunity to stop
fraud at the “front door.” Teams that work together can more
effectively stop some types of fraud, like account takeover and
unauthorized account access.
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It’s common for fraud management teams to stay focused

on their own organization, but that approach comes at a
disadvantage. As we said earlier, cybercriminals often commit
a series of fraudulent crimes within and across industries.
Failing to work with others in your industry—and even other
industries—to combat coordinated fraud rings results in a
glaring blind spot that keeps you susceptible to this activity.

Finally, fraud management teams are blind to the devices
customers are using to execute transactions. We’ll discuss
the value of device intelligence more in Chapters 4 and 5. For
now, suffice it to say that failing to effectively leverage device
intelligence to fight fraud puts the organization at a severe
disadvantage.

It’s All About the Customer
(Experience)

DON'T FORGET

A 3

Customers today have high expectations. They want to do
everything online with minimal effort. They also expect you to
protect their data, but they don’t want to worry about security
themselves. Any kind of customer friction is met with resis-
tance. Using your digital services must be fast and easy. If it’s
not, they’ll pack up and go elsewhere.

Meanwhile, there’s rising demand for an omnichannel cus-
tomer experience. This means a consistent experience whether
the customer is interacting with your company via voice from
a mobile device, using text chat on the desktop website, or in
person at your physical store. Organizations must maintain
sufficient fraud checks across all these channels while preserv-
ing the consistency of the customer experience.

You certainly can’t lighten up on your fraud prevention
strategy to keep your customers happy. That wouldn’t last
long, anyway. Instead, you need a different approach. This is
the challenge before you: stop fraudulent transactions while
attracting and retaining trustworthy users with competitive
offerings and a streamlined customer experience. That neces-
sitates a next-generation anti-fraud prevention program.



Chapter4

Introducing Next-
generation Fraud
Prevention

@ Understand the value of device intelligence in fighting next-
generation fraud

@ Learn why machine intelligence and human insight are stron-
ger together

@ Harness the power of global fraud analysts

s cybercriminals get better at defeating conventional

fraud detection tools, organizations must find new,
more-effective methods. Today’s fraud calls for next-genera-
tion fraud prevention techniques that work with existing tools
to detect fraud early on.

What the World Really Needs

Organizations need a comprehensive fraud prevention strat-
egy that consists of the following next-generation capabilities.

Device intelligence

Every digital transaction—fraudulent or not—originates from
a computing device. And each device provides a number of
clues as to the user’s intent. These clues come in the form

of data about the device’s risk and reputation. This device
intelligence is key to detecting and preventing next-generation
fraud.
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DON'T FORGET

Imagine being able to instantly evaluate any device that con-
nects to your business. You can know if the device has been
used to commit fraud in the past or if it appears to be stolen—
it’s jailbroken or rooted. With this knowledge, you can block
the transaction in real time, before you put your business at
risk.

The key to leveraging device intelligence for fraud prevention
is to do so independent of personally identifiable information
(PII). Keeping personal information separate helps ensure
that you're meeting privacy standards. In addition, by recog-
nizing Internet-connected devices without requiring PII, you
have an independent layer of fraud prevention that’s separate
from identity or account data that may have been
compromised.

We’ll discuss device intelligence in greater depth in Chapter 5,
Exploring Device Intelligence.

Comprehensive human insight
+ machine learning

Separately, machine learning and human insight from

fraud prevention analysts can be valuable additions to your
fraud prevention program. However, one without the other
introduces holes in your coverage. As much as they try,

fraud prevention analysts will never be able to catch up with
cybercriminals. And without human insight, machine learning
algorithms will always miss dangerous outliers.

But when you fight fraud with a complementary blend of
human insight and machine learning, you can optimize the
effectiveness of both. Machine learning can analyze millions
of device and transaction attribute patterns from billions of
online transactions. That technology is made even more pow-
erful when paired with the human insight your fraud analysts
possess. By “training” machine learning algorithms, you can
more accurately predict the outcome of any online transac-
tion, even if you've never before seen a particular customer or
device.

We'll explore these topics in more detail in Chapter 6, Human
Insight and Machine Learning.
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Connecting sets of (apparently)
unconnected devices

The ability to connect the dots between seemingly unrelated
devices is also a critical component of a next-generation fraud
prevention program. This added layer of visibility can expose
hidden relationships to help teams quickly uncover fraud
rings and fraud from botnets.

By revealing hidden connections between devices and
accounts, you can detect instances of fraud that you may not
otherwise recognize. For example, you can see if many devices
have been used to access a single account, or if a new device

is linked to other devices or accounts that are associated with
fraud.

A team approach

Next-generation fraud prevention requires a team approach.
We don’t just mean that the people in your organization must
work better together. That’s certainly important, but what
we're talking about here is the need to combine forces with the
thousands of fraud professionals across every industry,
around the world.

Fraudsters move from business to business, industry to
industry. No organization or institution is beyond their reach.
The cybercriminal who’s applying for a line of credit from your
organization in the United States could’ve been flagged just
minutes prior by a financial institution on the other side of the
globe. But there is strength in numbers. By working together,
fraud analysts empower one another to more effectively fight
fraud.

The most effective way for fraud analysts to work together is
to share device reputation information. Collaborating with
industry peers and those in other industries who are united
against fraud unlocks the power of this data. Participating
organizations benefit from tens of thousands of additional
resources, tools, and experiences, without adding to their ini-
tial fraud detection investment. Every fraud analyst involved
is intrinsically motivated to maintain the highest quality of
evidence placement to stop repeat offenders and gain valu-
able, actionable insights.
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TIP

A guard at the front door

It does no good to stop obvious fraudulent transactions if
cybercriminals can masquerade as legitimate users to gain
unauthorized access to customer accounts or your services.

To prevent account takeover (ATO), a next-generation fraud
prevention program requires a “guard at the front door” in the
form of device-based authentication.

User devices change over time. By understanding the differ-
ence between normal changes and those that indicate risk

and leveraging that information to link customers’ devices

to their accounts, you can create an invisible layer of defense
against ATO. It works alongside your existing authentication
technologies so that the device becomes a seamless second
factor. By delivering a user-friendly, single-factor login experi-
ence with the security of two-factor authentication, you greatly
reduce the risk of ATO and everyone is happy.

A multi-channel approach

A multi-channel approach to fraud prevention helps uncover
the blind spots we discussed in Chapter 3. Every channel that
customers use to interact with your business requires protec-
tion, because each is a conduit for fraud. These channels
include digital properties such as the desktop website, mobile
website, and mobile apps, as well as traditional ones like your
call center and physical storefronts. In addition, you must be
able to stop multiple types of fraud at multiple points in the
customer journey: application submission, account creation,
login, payments, etc.

Layering device intelligence along with other fraud prevention
tools and methods across channels and the customer journey
helps ensure that if one mechanism fails to catch fraudulent
activity, another will. Because of its high level of effectiveness
and affordable price, device intelligence should be your first
layer of defense.



TIP

Chapter 5

Exploring Device
Intelligence

@ Understand the difference between device recognition and
device reputation

@ Learn the value of sharing device intelligence with a peer
consortium

@ Examine how device intelligence can enable you to shut down
fraud rings

evice intelligence plays a starring role in a next-

generation fraud prevention program. It helps identify
fraudsters at the source, enabling you to shut down repeat
offenders as well as first-time visitors with a history of fraudu-
lent behavior.

Device intelligence provides unique insight into account cre-
ation and relationships, and exposes fraud that is invisible to
other tools. Working in concert with other preventative tech-
niques, device intelligence provides a multi-layered defense
that reduces the rate and impact of online fraud.

In this chapter, we take a closer look at the different attributes
of device intelligence that make it a powerful weapon against
fraud.
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Accurate Device Recognition

DON'T FORGET

CAUTION

All Internet transactions have something in common: they
originate from a web-enabled computing device, be it a desk-
top computer, laptop, tablet, mobile phone, smart watch, or
even a gaming console. Every one of these devices has hun-
dreds of attributes that, when looked at in aggregate, can form
a unique identifying fingerprint. This fingerprint is a more
reliable way to identify repeat visitors to your digital proper-
ties than personally identifiable information (PII), which is
easily altered and abused. Thus, device recognition seeks to
identify the device being used to conduct an online transac-
tion. As a first line of defense against online fraud, device rec-
ognition can be a powerful tool to identify high-risk patterns
of behavior.

According to research by Stone Temple, more web traffic
originates from mobile devices than from desktop computers.
Furthermore, the lead mobile traffic has over desktop traffic

is only expected to grow. People are moving around more,
and they’re taking their mobile devices with them—oftentimes
more than one. Our tendency to conduct Internet transactions
on the go makes IP-based fraud solutions more vulnerable to
false positives as well as fraud misses.

Next-generation device recognition looks at more than a
device’s IP address. It takes into account hundreds of unique
attributes to identify a device, such as the type and version of
OS running on it, and the number of applications downloaded
to it.

It’s important to note that device recognition must be kept
separate from personal identity. If it isn’t, and the identity is
corrupt or inaccurate, then the device recognition data is com-
promised and can’t be trusted.

Device Risk and Behavior

The device itself—how it’s running, what it’s running, and
where it’s running—can say a lot about the intent of the per-
son behind it. Fraudsters attempt to hide who and where they
are by altering their device properties between transactions.
Legitimate customers, on the other hand, are less likely to
manipulate their device data to avoid identification.
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TIP

The following behaviors can indicate that the user has mali-
cious intent:

[ Using evasion techniques. Tor networks, VPNs, and
anonymous proxy servers are designed to enable
users to communicate on the Internet anonymously.
These tools can help conceal the user’s location,
making it difficult to trace Internet activity.

[/] Demonstrating device anomalies. Incongruent
or unusual details like location mismatches, time
zone and IP address changes, too many devices per
account, and exceeded transaction velocity thresh-
olds can all point to a device that is being used by a
fraud ring instead of a legitimate user.

[ Performing a transaction from a high-risk location,
IP address, or ISP where fraud frequently occurs.
Users who behave in this manner may be more likely
to commit fraud.

[V] Using jailbroken or rooted devices. If its operat-
ing system is compromised by being jailbroken
or rooted, a device is at an extreme risk for being
infected with malware, such as a botnet, or for being
operated by a person who is using device-altering
software to mask their true identity.

] Using a virtual machine or mobile emulator.
Legitimate users rarely use a virtual machine or
mobile emulator. Fraudsters on the other hand,
use them to automate fraud attacks and to quickly
switch between different (virtual) devices to fool
standard fraud prevention measures.

All of these behaviors increase the risk that the user is
attempting to defraud your organization. Device intelligence
takes these attributes into account to create a risk profile. The
organization can then set business rules regarding devices that
meet pre-determined thresholds. Perhaps you decide to block
them outright or flag them for further investigation.
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Shattering the Myth that Mobile Devices
Are Safer than Computers

There’s a perception that commit-
ting fraud is more difficult from a
mobile device because of operating
system restrictions, biometric sen-
sors, built-in hardware device IDs,
and difficulty in automating tasks.
But, fraudsters have workarounds
for all of these. It’s easy to jailbreak
or root a mobile operating system
to allow installation of special pro-
grams that help automate tasks,

geolocations, or circumvent other
operating system security mea-
sures. In addition, fraudsters can
run mobile phone emulators on
computers, which makes them ap-
pear to be mobile devices, but with
all the automation flexibility of a
computer. This means it’s impera-
tive for mobile apps to include the
same fraud prevention measures
as their web app counterparts.

bypass biometric sensors, spoof

Device Reputation

It’s important to know if your organization has previously
flagged a device for fraudulent activity. That’s a no-brainer,
right? You don’t knowingly let the same bad guy in twice. But
imagine the impact you could have if you knew whether a
device visiting your site for the first time had been flagged for
fraud by another organization. That’s what device reputation
is all about.

Device reputation looks at the history of the device. It answers
the questions: What has this device been up to? Has it been
involved with any fraudulent activity? If so, what specific type
of fraudulent activity, such as chargebacks, identity theft,
online scams, account takeovers, cheating, and phishing?

DON'T FORGET

Device reputation is a game changer. It tilts the playing field
in your favor by giving you visibility beyond the here and now.
If you know that a device has a history of fraudulent activity in
another sector or industry, you can react differently to that
device when it's introduced to your environment and reduce
your risk of becoming another one of its victims.

Device reputation is most effective at preventing fraud when
fraud professionals work together as part of a peer consortium
that enables them to share global fraud intelligence via a
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knowledge base. Fraud professionals can use this data to make
real-time decisions based on the activities—both within their
own industry and across others—which pose the greatest risk
to them.

Device Associations

Now, let’s take the notion of device reputation a step further.
Imagine having the ability to uncover hidden connections
between devices and accounts. In other words, imagine being
able to determine the nature of the relationship between
accounts and devices.

These relationships, if they can be mapped across industries
and tracked globally, can be invaluable in fighting fraud. If
you can determine when multiple devices are used to access a
single account or even a group of accounts, then you can iden-
tify bad actors working in collusion. You have the opportunity
to shut down entire fraud rings all at once.

Device associations become more powerful when the data

is shared across a consortium. Not only do you understand
the relationships between accounts and devices on your own
digital properties, but you add the experiences and associa-
tions of other organizations around the world. Sharing this
data across a large, centralized network exposes extended
device-to-account relationships across multiple networks
and industries. Fraud professionals everywhere help to piece
together the bigger picture and put a stop to complex fraud
rings that hurt everyone.

Putting It All Together

TIP

Everything we just talked about—device recognition, device
risk and behavioral analysis, reputation, and association
data—comprise device intelligence. As part of a next-
generation fraud prevention strategy, device intelligence can
empower your organization to beat today’s fraudsters.

Device intelligence technology can be integrated into your
native mobile and web applications. It can also be integrated
into any customer touchpoint where fraud risk is a concern,
such as account creation or modification, purchase, or transfer
of funds.
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Consumer Electronics Retailer Catches
Fraud Ring—and More

Business success often brings both
the good and the bad. Such was
the case for a consumer electron-
ics retailer that grew from a single
storefront to a successful mail or-
der business, and finally an online
business. But while three million
consumers rely on the retailer for
their equipment needs, fraudsters
were also targeting the business.

The retailer’s commitment to
customer service, fast fulfillment,
and top-tier mail order service
attracted reshipping scams from
around the world. In one case, a
“customer” placed 11 separate or-
ders for merchandise worth tens of
thousands of dollars. Even though
the shipping address checked out
and the credit card being used
hadn’t been reported stolen, the
retailer was suspicious about the
orders.

The consumer electronics retailer
decided to investigate the orders
using a device intelligence solution.
With the help of iovation, the re-
tailer discovered that even though
the orders appeared to be originat-
ing from the United States based
on the IP address reported, the
real IP address was located in Rus-
sia. In fact, this wasn’t a legitimate
customer at all—it was a Russian
fraud ring using stolen credit cards.
Fraudsters ordered merchandise to
be shipped to an associate in the
States, who then reshipped the
items to Russia.

In addition to identifying the Rus-
sian fraud ring, iovation also helped
the retailer reduce the time it
took to run fraud checks, thereby
improving its customer experience
by shortening the order fulfillment
process.




Chapter 6

Leveraging Human Insight
and Machine Learning

@ Understand how machine learning algorithms work
@ Explore the benefits of machine learning for fraud prevention

@ Learn why human insight and machine learning are better
together

our people are your most important asset. They under-

stand the business better than any technology ever will.
Fraud analysts can catch certain types of fraud and react
quickly to emerging patterns. But at the end of the day, your
people are still people. They may miss trends that are too
subtle for humans to pick up on or are only noticeable on a
global scale. And at some point, they have to go home.

Fortunately, there is technology to help you out. Machine
learning algorithms can analyze billions of combinations of
inputs. They can detect subtle fraud trends across multiple
businesses and industries more quickly and accurately than a
human. And they never have to go home.

As good as they are apart, human insight and machine
learning are even better together. In fact, they complement
each other. In this chapter, we’ll explain how human insight
and machine learning can empower your organization to
work smarter and more effectively in the fight against next-
generation fraud.
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Figure 6-1: Machine learning algorithms analyze millions of device and
transaction attributes searching for subtle data patterns that are used to
compute fraud risk scores.

Understanding Machine Learning

Machine learning is a type of artificial intelligence that enables
computers to learn without being explicitly programmed.
Using statistical techniques, machine learning algorithms ana-
lyze millions of combinations of inputs to uncover unique and
subtle patterns in data. In the case of device intelligence, those
inputs are data pertaining to the online transaction, including
the device used in the transaction, as shown in Figure 6-1.

Every online transaction has hundreds of attributes associated
with it, including multiple location-related attributes, device
characteristics—including anomalies—and behavioral risks,
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like transaction velocities. While a fraud analyst may be able
to look for patterns in one or two attributes (like an IP address
and device type), machine learning can analyze millions of
combinations of these attributes to determine the specific pat-
terns that can predict risk.

For example, the pattern may be a mobile device with a
specific version of Android OS, with a specific version of the
browser, with a specific set of fonts and apps installed, with
a transaction velocity of 30 per hour, originating from Los
Angeles.

Machine learning technology constantly learns. Therefore, the
patterns that are useful in predicting risk today may be differ-
ent from the patterns used next week. In this way, your fraud
prevention ability is constantly improving itself without any
human intervention.

Two key components are needed to build a machine learning
model. The first is a huge dataset, which is required because
of the statistical nature of machine learning. We’re talking
billions of data points. The second requirement is a way to
train the model. Models need to understand what’s considered
good and what’s considered bad. With device intelligence, we
have a perfect means for this training: device reputation. By
analyzing the attributes of devices and transactions that have
been flagged as fraudulent (reputation), machine learning can
be trained and then predict when new transactions will be
fraudulent.

Not all machine learning models are the same. The best model
for fraud prevention has the following characteristics:

[ It uses a systematic means for training, such as
device reputation.

[ Itlooks at global datasets, rather than that of an
individual business.

M It’s ready for use on Day 1.

Be cautious of machine learning models that require months
of training before they are able to produce useful results.
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Why you need it

We're not exaggerating when we say that machine learning
can transform your fraud prevention program. It can optimize
your processes and improve your effectiveness, all while
reducing your costs.

Consider your review queues. Machine learning can reduce
the cost of manual reviews by predicting the trustworthiness
or riskiness of a transaction. By knowing which transactions
pose the greatest risk, you can focus your efforts on those first.
In the meantime, you can fast-track good transactions and
reserve more expensive verification methods for situations
when they’re absolutely necessary.

Machine learning can also help reduce fraud losses. By analyz-
ing every transaction, machine learning can predict which
transactions will go bad, even if your own manual fraud rules
do not. Machine learning can also stop fraud attempts that
have been seen elsewhere by leveraging global fraud and risk
insights from other businesses.

Finally, by identifying good customers, machine learning
enables you to improve the customer experience. You can
grow revenue faster by offering special incentives to new cus-
tomers and high-value incentives to existing customers. You
can also increase customer satisfaction by eliminating lengthy
fraud reviews and delays.

Maximizing Human Insight

The real value of machine learning is realized when it’s paired
with human insight. Fraud analysts understand your busi-
ness and its unique risks, and the industry at large. They can
apply this knowledge to give proper context and nuance to the
machine learning data.

Human insight is great for stopping targeted threats and
implementing business policy. For example, you know that
if an online transaction involves a device with a reputation
for being fraudulent, the chances are very high that any
future transactions from that device will also be fraudulent.
Therefore, your fraud analysts create a business/policy rule
that prohibits transactions from devices with a bad reputa-
tion—effectively stopping the threat.



Chapter 7

Harnessing The Power
of Next-generation
Device Intelligence

@ Learn how device intelligence enables you to uncover more
fraud

@ Explore the capabilities that allow you to improve operational
efficiencies

@ Understand how device intelligence delivers value beyond the
fraud prevention organization

hen deployed as part of a comprehensive fraud pre-
vention program, next-generation device intelligence
helps organizations fight fraud more effectively and efficiently.
It can also help transform the fraud prevention organization
from a cost center to a revenue generator. In this chapter,
we explore how advanced device intelligence delivers these
benefits and more.

Catch More Fraud

Device intelligence gives organizations the visibility they
need to find more fraud. With greater transparency from
device intelligence, fraudsters can no longer hide behind their
devices and engage in criminal activity with a high degree of
anonymity. Nor can they simply alter a synthetic identity to
establish a seemingly legitimate account.

Device intelligence detects patterns on devices used to commit
fraud. It shines a light on cybercriminals and exposes them for
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DON'T FORGET

who they actually are. As a result, organizations can uncover
fraud that isn’t detected by identity-based solutions alone.

Device intelligence also enables organizations to find relation-
ships between seemingly unrelated incidents of fraud. By
identifying fraudsters who are working in collusion or using
multiple devices from anywhere in the world, organizations
can efficiently shut down entire fraud rings all at once. How’s
that for a day’s work?

The value of device intelligence doesn’t just come from catch-
ing more fraud. It also comes from catching more fraud at the
right time. By blocking fraudulent transactions early in a busi-
ness transaction, organizations can eliminate costly detection
tools and procedures from the fraud detection process. For
example, device intelligence can reduce the average cost of
approving/disapproving a credit card application by identify-
ing fraudulent submissions at the gateway.

Increase Operational Efficiency

It’s common sense. When you automate the process of catch-
ing more fraud, as device intelligence allows you to do, your
operational efficiency improves. Stopping fraud upstream
reduces the number of suspicious transactions that are queued
for manual review. Organizations can potentially reallocate
resources and reduce the need for additional headcount.

Device intelligence, when used with machine learning and
human insight, provides more accurate analysis of every single
digital transaction in real time. Even new customers and/or
devices are analyzed, keeping them out of your review queue.

Device intelligence also exhibits fewer false positives than
other fraud prevention methods. This means smaller review
queues. By reducing time spent analyzing, evaluating, diag-
nosing, and closing potentially good and bad transactions,
fraud prevention organizations can increase the efficiency of
their fraud detection process—and even turn it into a revenue
generator. Your fraud analysts are happier—and customers
are, too. Streamlining the decision process allows organiza-
tions to accept good business faster, eliminate processing
delays, and improve overall customer satisfaction.
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Ensure Compliance

Device intelligence can also help you comply with regulatory
standards, such as the European Union’s revised Payment
Services Directive (PSD2) and General Data Protection
Regulation (GDPR), and the terms and conditions of licensing
agreements. For example, by identifying the devices used to
set up new accounts, organizations can stop servicing custom-
ers from countries they’re not licensed to serve.

A device intelligence solution can also address U.S. Federal
Financial Institutions Examination Council (FFIEC) require-
ments by ensuring that transactions are assessed and scored
for risk, and by meeting complex device identification
requirements.

Beyond Fraud Prevention

TECH TALK
o,

'\{?
<

Let’s face it: it’s not always easy for the fraud prevention
organization to get the budget it needs to carry out its respon-
sibilities. Device intelligence can change that dynamic, too.
The benefits it offers can extend beyond your organization to
help others achieve their business goals.

Account access and security

When used by the IT security organization, device intelligence
can help shore up protections for secure account access.
Stealing user credentials is a highly effective and popular
method for cybercriminals to gain access to private networks.
These stolen credentials look legitimate to IT systems, so they
grant the unauthorized user access to all the systems and data
to which the legitimate user is entitled. Privileged accounts,
like those belonging to executives or IT professionals, permit
access to more systems and sensitive data than regular user
accounts, so they pose an even greater risk.

A device intelligence solution doesn’t care what credentials a
user submits. It’s all about the device. Regardless of the user-
name and password submitted, device intelligence will look
at that device to determine if it has a history associated with
fraud, looks suspicious in the here and now, or has exhibited
behavior that indicates a high risk of fraudulent activity. IT
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can then block these access attempts with a high degree of
confidence that they’re not preventing the CEO from logging
in with a new device.

User experience

Customer service and the user experience have become so
important in the Mobile Age that every organization keeps
the customer on its radar. Device intelligence helps improve
the user experience even while catching more fraudsters.
The process of identifying and analyzing each device takes
microseconds. The user experience doesn’t suffer at all. In
fact, it’s improved because fewer false positives mean you're
less likely to upset a good customer by blocking or delaying
their transaction.

It only takes one fraudulent incident to discourage a customer
from returning to your business. With data breaches and
identity theft making mainstream news, customers want to
know what businesses are doing to protect their accounts and
information. Educating customers on your use of device intel-
ligence can help earn and maintain their trust.

Business partners can also benefit from device intelligence.
The information gleaned from a device can be passed on to
these entities to help them make better-informed decisions
about referred customers.
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From Cost Center to Profit Center

The fraud prevention organization
in a company is typically considered
a cost center. A device intelligence
solution can change that. Consider
all the things you can do to gener-
ate revenues when you use device
intelligence to confidently identify
new and repeat customers who do
not pose a fraud risk:

e Fast track them through spe-
cific business transactions

e Offer promotions to new cus-
tomers when they register
online

e Present upselling and cross-
selling offers to existing cus-
tomers when they log in

e Pre-qualify customers for new
loans, discounts, etc.

e Present offers from business
partners

e Empower live agents by provid-
ing them with device intelli-
gence data on good customers

e Drive incremental revenue by
using device intelligence to
develop new digital services
and functionality based on
customer accounts and activity
across business lines

e Offer new, high-risk services
that increase customer conve-
nience, such as remote deposit
capture, which lets customers
photograph or scan a check for
immediate deposit into their
accounts
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Bank Puts an End to
Impersonation-based Fraud

A consumer finance bank founded
on the principles of value and
simplicity was attracting more
than customers. Fraudsters had
taken notice of the firm, making
it important for the bank’s fraud
department to identify potential
scams before approving and
fulfilling loan applications.

Social engineering is often
associated with dating sites.
Fraudsters use the technique to
trick victims into divulging personal
information. In the case of the
financial institution, fraudsters
were using these details to take
out loans in the victim’s name. The
bank wanted to reduce its fraud
losses from impersonation without
impacting the user experience of
its good customers.

The financial institution
implemented iovation’s online
fraud prevention and detection
solution. By using this solution to
identify every device visiting its
loan application page, the bank
was able to assess each device’s
reputation and association with
other devices. The bank learned
if a device had a history of fraud
itself, or was associated with
other devices with a history
of fraud. Within six months
of implementation, iovation
stopped almost every instance of
impersonation-based fraud at the
bank, yielding an 850% return on
investment during that timeframe.




Chapter 8

10 Buying Criteria for
Next-gen Fraud Prevention

@ Learn what questions to ask fraud prevention solution providers

@ Explore the capabilities that will help you catch advanced
fraud—today and tomorrow

next-generation fraud prevention solution based on

device intelligence addresses the problems that cur-
rently plague online businesses and is necessary for doing
business in the Mobile Age. As more of your business moves
online, and your customers move with it, you'll need increas-
ingly robust fraud prevention services.

In this chapter, we provide 10 criteria for choosing an online
fraud prevention platform that will take you and your users
safely into the future. You need a solution that addresses all of
them to achieve true protection.

Advanced Device Recognition

CAUTION

Don'’t be fooled into thinking that device recognition is as sim-
ple as storing a cookie in a browser’s cache. Solutions vary in
their ability to recognize devices, and you need to dive deep
into their technology. Ask vendors if they use a multi-layered
approach to device recognition. If they primarily rely on one
technique (such as cookie placement), then it will be easy for
fraudsters to circumvent recognition. Other key capabilities to
look for include:
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&

Recognizing a device without directly identifiable per-
sonal information (such as email or phone number)

&

Recognizing the same device across businesses
and industries, again without requiring personal
information

[ Recognizing any type of online device (including
smartphones, smart watches, gaming consoles, and
IoT devices) that can connect to the Internet

Machine Learning

A comprehensive fraud prevention solution must include
machine learning capability, especially for catching emergent
fraud. However, it’s important to understand how this
capability is used and what it does. First, find out what meth-
odology each vendor used to develop their model. Ask what
data attributes (for example: transaction attributes, device
attributes, and behavior attributes) are used by the model.
Query vendors about how they train their model and, in par-
ticular, how they train it to recognize fraudulent transactions.
Ask how often they update/retrain the model, and if they use
only their own data or data from all vendors. Neither one is
necessarily better than the other, but they do catch different
things. Also, determine how the machine learning results are
returned for the transaction—as a risk score, or something
else? See if the results are returned in real time.

Human Insight

TIP

Just as machine learning is important for spotting subtle
fraudulent patterns and emerging new fraud trends, being
able to easily define manual fraud and policy rules continues
to be critical for fraud prevention. Most businesses have hun-
dreds of different manual policy rules. Ask the vendor to dem-
onstrate how easy it is to change or add a business/policy rule
using their solution. Ask to see a list of all device and transac-
tion attributes that can be used in business rules. Ensure that
the business/policy capabilities of the tool are easily combined
with the vendor’s machine learning offering.
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Online & Mobile Support

A device intelligence solution must support both web and
mobile apps. Look for a solution that is JavaScript based and
has native software development kits (SDKs) for common
mobile operating systems.

Granular Device Reputation

DON'T FORGET

Ask each vendor if their device intelligence solution provides
device reputation capabilities and how detailed the reputa-
tion is. For example, find out if you can distinguish between
a device with a reputation of stolen credit usage and another
with a reputation of cheating in gambling.

Reputation is different from a risk assessment based on device
characteristics or behavior. Device reputation is established
when a fraud professional tags a device with a reputation
report after fraud or abuse is confirmed. A risk assessment is a
numeric computation based on the riskiness of certain device
attributes and doesn’t explain why a device is risky.

Active Industry Participation

Because device reputation is based on human insight, it’s a
good idea to ask vendors how many of their customers actively
participate by providing feedback. Ask which industries those
customers represent and how many reputation reports they’ve
filed. Also find out if the network is global or regional.

Device Associations

Fraud rings are comprised of multiple people and multiple
devices. Therefore, a device intelligence solution should be
able to report associations between devices. If a fraud ring
targets your business with one device and then returns with
different devices, you need to know that they are connected.
In addition, association reports can help identify a device as
having been associated with prior fraud, even if a fraudster
attempts to pass it off as new by wiping it clean.
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TIP

Comprehensive Device Risks

Because device intelligence looks at risk attributes of the
device, the types of risk checks offered by the solution should
be comprehensive. Device type, device attributes, operating
system attributes, and browser attributes should be available
for assessing risk. In addition, multiple geolocation attributes
should be available so they can be cross-checked. Geolocation
attributes such as IP address, ISP location, cell tower location,
and various browser and device location settings help estab-
lish if the device is actually where it reports to be. Rooted or
jailbroken detection should be available as well.

Fraudsters are constantly changing techniques, so genera-
tion of a risk assessment score by machine learning or other
advanced algorithms is highly desirable.

Flexible Configuration

To reduce your total cost of ownership, select a device intel-
ligence solution that is provided as a service. Ensure that it
offers a robust and modern API framework such as REST.

Most importantly, be sure that you can vary protection for all of
your customer interaction points. For example, stopping fraud
at new account creation (or loan application) is much different
than stopping account takeover or payment fraud. You should
be able to vary the device risks for each interaction point.

Ask vendors about their onboarding process. Stopping fraud
can be complex. You should have the full support of the ven-
dor’s fraud prevention and solution experts not only during
onboarding, but after the solution is in place.

Service Reliability

When procuring a solution that is supplied as Software-as-
a-Service, look for an uptime reliability of 99.99% or higher.
Since this is a real-time service, API calls must happen in real
time. Calls that take longer than 150 ms will likely impact the
user experience.



Glossary

account takeover (ATO): A type of third-party fraud in
which the fraudster takes over someone else’s account by
pretending to be that person or by using stolen credentials.

botnet: An interconnected network of computers that

are infected with malware without the user’s knowledge.
Botnets are used by cybercriminals to spread spam, conduct
distributed denial-of-service attacks, and steal personally
identifiable information (PII) to commit financial fraud.

distributed denial-of-service (DDOS): An Internet-based
attack that aims to compromise systems or disrupt network
services by flooding the bandwidth of a targeted system.

device associations: The ability to create connections
between devices without need of PII. If one device has been
confirmed to be fraudulent, then the risk of associated
devices being fraudulent is higher as well.

device recognition: The identification of a device based on its
unique attributes at the present moment.

device reputation: A device’s past history of confirmed fraud
or abuse, which can be an indicator of whether it poses a risk
at the present time. Device reputation is usually determined
by a fraud analyst after confirming that fraud or abuse has
occurred.

emulators and virtual machines: These are software
programs that run on a computer and emulate a different
type of device altogether. For example, an iPhone emulator
may run on a Windows PC and transactions originating from
it may appear to be coming from an iPhone. Fraudsters use
these to create large inventory of “virtual” devices as well as
to automate keystroke entry.

evasion: Fraudsters often try to trick fraud prevention
solutions by masking their true identity or location. This is
known as evasion or evasive techniques. The most common
type is using an IP proxy such as Tor.
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first-party fraud: A type of fraud committed by an individual
using their own name and account information.

jailbreak or rooted: An activity by which a user intentionally
disables safeguards in the operating system, often for the
purposes of installing unsafe software applications.

machine learning: A type of artificial intelligence that
enables computers to learn without being explicitly
programmed.

personally identifiable information (PII): Information
such as name, phone number, and mailing address that can
be used on its own or with other information to identify,
contact, or locate an individual.

social engineering: A non-technical attack that involves
manipulating people in an effort to get them to disclose
sensitive information or do something they wouldn’t
normally do, such as go against corporate policy.

synthetic identity: A fake identity created by combining
various pieces of personal and financial data belonging to
different people. These new identities look legitimate to
companies.

The Onion Router (Tor): A proxy-masking service that
anonymizes IP addresses, making it difficult to determine
where a device is really located.

third-party fraud: A type of fraud that occurs when an
individual or group, such as a fraud ring, commits fraud
under someone else’s identity.
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Welcome to the Mobile Age, where cybercriminals have abundant
opportunities to commit fraud, and fraud prevention organizations are
challenged with stopping them—without impacting the user experience
for good customers. This book describes how to use next-generation fraud
prevention techniques to prevent fraud early in a transaction to reduce
costs, prevent losses, and improve the user experience.

— learn how the ability to
exchange data quickly while on the go enables fraud

— explore the different types of fraud, and
the various tools and techniques cybercriminals use to commit fraud

— examine how device intelligence can
enable you to shut down fraud rings

— see how human
insight and machine learning should work together in the fight against
fraud

— learn
the benefits of leveraging device intelligence beyond stopping fraud

— know exactly what to look for, and what to
avoid, when evaluating next-generation fraud prevention solutions

About the Authors C

A former editor of SearchSecurity.com, Crystal Bedell is a senior =

marketing consultant specializing in cybersecurity. She’s been CYPREFglstsCﬁE

helping technology providers create engaging content since
2000. Eddie Glenn is a senior product marketing manager at Notjfonresale

N 978-0-9990354~4

iovation. Eddie has over 25 years of experience in developing i
and managing critical software systems.
9 7780999703544

3

‘>



