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Introduction

With cybersecurity breaches on the rise and clear marching orders
from the 2021 Cybersecurity Executive Order?, Federal agencies are
zeroed in on zero trust .

What i mpacts are initiatives |3 ke
and CIlI SA6s Zer o Thavdon Myarcyefforts?y Mo d e
Which zero trust pillars are taking precedence, and which are falling
behind? Importantly, what roadblocks continue to hold back agency
progress?

MeriTalk and Merlin Cyber surveyed 151 Federal cybersecurity

decision -makers to explore:

A Momentum, priorities, and challenges around zero trust

A Feasibility across each of the five pillars

A Significant differences between Federal civilian and Department
of Defense (DoD) perspectives

lIExecutive Order on I mproving the Nationds Cybersec
20f fice of Management and Budgetds Feder al Strategy
SCybersecurity and I nfrastructure Security Agencyds

© 2022 MeriTalk



https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://zerotrust.cyber.gov/downloads/Office%20of%20Management%20and%20Budget%20-%20Federal%20Zero%20Trust%20Strategy%20-%20DRAFT%20For%20Public%20Comment%20-%202021-09-07.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
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Federal agencies got the memo 1 zero trust is a top priority:

(Q(;) 73% of Federal cybersecurity decision-makers report their agency is aggressively
adopting zero trust principles; another 26% are adopting where they feel it makes sense

2%say recent initiatives such as the EO, OM
i ncreased their confidence in their agency?os

But many are concerned about the feasibility of Federal zero trust goals:

87% feel the EO/OMB pushes agencies to move too fast for effective zero trust
0089, implementation

ﬂ When it comes to the pillars of zero trust, three out of four say reaching optimum maturity
will be a challenge 1 particularly within the Device and Network pillars

Agencies see goals involving automation , visibility , and governance as most daunting

Public -private partnerships will be key to success:

< Approximately one in ten feel they have the support they need to achieve optimal zero
[IJ trust maturity, with nearly all seeking vendor guidance and Federal government training

'?é%? Agencies say theyoll n coresalidation e legawy mtegratioa |, gmd wi t
continued zero trust education



Urgency of Zero Trust

TAKEAWAY:

Federal agencies are prioritizing zero trust
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78%

3%
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of Federal cybersecurity
decision-makers feel a
strong sense of urgency
for implementing a zero
trust architecture

report their agency is
aggressively adopting
zero trust principles;
another 26% are adopting
where they feel it makes
sense
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But

92% 87%

say recent Federal feel the EO/OMB pushes

initiatives such as the EO, agencies to move too fast
OMBOs strategy, a for effective zero trust

maturity model have implementation
increased their confidence

in the implementation of

zero trust

TAKEAWAY:

Federal roadmaps are vital, but may be overly optimistic
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Zero Trust Goals

Which of the following zero trust goals are most important to
your agency?*

Enabling safe and robust use
of cloud services

Supporting intelligent
automation of security actions

Moving reliance to encryption
and application testing
instead of perimeter security

Recognizing every device and
resource the agency has

Bolstering strong identity
practices across Federal - Df)'?l
agencies m Civilian

DoD agencies are significantly more likely than civilian

agencies to prioritize intelligent automation

*Respondents asked to select the top two
© 2022 MeriTalk
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What difficulties do you see your agency facing while implementing a zero trust architecture?*

e
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L] |
Centralizing previously Integrating new solutions Staffing/training the IT Selecting the right vendor
siloed cybersecurity with legacy systems that workforce solution(s)
tools/deployments rely on implicit trust (DoD 41%, Civ 43%) (DoD 42%, Civ 36%)
(DoD 45%, Civ 44%) (DoD 42%, Civ 43%)

(&) QAQ 1 C
Training the non-IT Juggling competing priorities Budgeting for new Addressing FedRAMP
workforce like zero trust adoption and software/hardware requirements
(DoD 32%, Civ 41%) daily operations (DoD 41%, Civ 29%) (DoD 28%, Civ 32%)

(DoD 39%, Civ 33%)

55

TAKEAWAY:

Top challenges center on integration & education

*Respondents asked to select all that apply
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Foundation of Zero Trust
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Network /

OMB 0 s A Enterprise-wide Inventory of every A Encrypt all DNS A Treat all applications Protections use thorough
EY24 identity device operated and requests/HTTP traffic as internet-connected data categorization

A Phishing-resistant authorized

MFA Respond to incidents
on those devices

Zero A Segment networks

trust
goals

A Subject applications Cloud security services
A Encrypt email in transit to rigorous testing monitor sensitive data access

A External vulnerability Enterprise-wide logging and
reports information sharing
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Prioritizing the Pillars

How important ar e each of the five pil
Trust Strategy to your agencyob6s cybersecur

] DoD
Identity
Civilian
DoD
Data
Civilian
o DoD
Application
Civilian
DoD
Network
Civilian
) DoD
Device
Civilian

© 2022 MeriTalk *Remaining respondents said not very or not at all important

=R merln
eeeeeeee cytgr

|l ars I n OM

75%
67%

63%

68%

63%
44%

57%
49%

45%

DoD agencies are significantly more

44% . . ere .

@ likely than civilian agencies to see the
m Very important Somewhat important Application pillar as very important
m\/ery important Somewhat important



Order of Implementation

When it comes to the order of implementation , a plurality of agencies will start with the Identity pillar:

Order 1St 4th 5th

DoD
Identity

Device

Civilian
Identity
Device
Network 27%
Application 32%

Q

@ DoD agencies are significantly more likely than
s% 5 civilian agencies to begin with the Network pillar

" — 4’
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How challenging will it be for your agency to reach optimal maturity for each of the five pillars?*

33% 35%
Device Network Identity Application Data
(defined by CISA as: constant device (defined by CISA as: fully distributed  (defined by CISA as: continuous (defined by CISA as: access is (defined by CISA as: dynamic
security monitoring and validation; ingress/egress micreperimeters; validation; reattime machine learning  authorized continuously, strong support, all data is encrypted)
data access depends on realtime machine learningbased threat analytics) integration into application workflow)
risk analytics) protection; all traffic is encrypted)

*Remaining respondents said not very, not at all challenging, or unsure
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PillarSpecific Challenges: Identity
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Which Identity goals will be most challenging?*

Visibility and analytics capability T Agency
centralizes user visibility with high fidelity
attributes along with user and entity behavior
analytics (UEBA)

Authentication i Agency continuously
validates identity, not just when access is
initially granted

Automation and orchestration  capability 1
Agency fully orchestrates the identity
lifecycle; implements dynamic user profiling,
dynamic identity and group membership, and
just-in-time/just-enough access controls

Risk assessment i Agency analyzes user
behavior in real time with machine learning
algorithms to determine risk and deliver
ongoing protection

Identity stores 1 Agency has global identity
awareness across cloud and on-premises
environments

Governance capability 1 Agency fully
automates technical enforcement of policies;
updates policies to reflect new orchestration
options

*Percentage who see the goal as very challenging

41%
37%

32%
44%

37%
37%

mDoD
m Civilian




